The future of wireless LANs
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Introduction

Most colleges and universities in the USA either have or are planning to have wireless networks.  In the vast majority of cases this is being driven by the technology, and not  by the pedagogic or educational requirements of the institution.  Many colleges are citing the reason for using wireless as competitive advantage (or possibly keeping up with the Joneses), while others are saying that the students are demanding it.

Howard Strauss of Princeton, discussing ubiquitous computing went through the archives at Princeton and discovered, among others, the following quotes on the introduction of electricity from various faculty meetings:

· Electricity is just a fad, just as silly as the Wright brothers flying, it wont survive 

· Do we really need an electric point in every classroom? Maybe just connecting a few of them will be enough

· There are too many standards at the moment (DC, AC, 110v, 220v, etc.).  We should wait till there is a just one standard

· Only a student could use that light not us

· We could buy a years worth of candles for the cost of cabling up the campus

· It isn’t reliable so we will have to have candles anyhow

· Some students will want more than one light, we should ration it and only allow them one light each

· We should limit each student to 25W, they don’t need any more than that.

· They will use it for non-academic purposes like reading trashy novels, and we shouldn’t be providing for their non academic life.

· It will allow night classes so we will have to work more hours and it will turn universities into learning factories

Or in short it is coming and you can hold out for a bit, but ubiquitous computing and wireless networking are coming – ready or not – and it is better to be planning it now.

Standards

There are a number of standards in wireless networking, a full discussion of them can be found in the TechLearn report on wireless networking http://www.techlearn.ac.uk/Themes/wireless.htm   or the IEEE web site (see http://grouper.ieee.org/groups/802/11/QuickGuide_IEEE_802_WG_and_Activities.htm for a brief rundown of all the standards).

Very briefly, the standards which we are concerned with here are:

· 802.11b – (also called Wi-Fi).  This is the currently deployed wireless networking standard.  It operates in the ISM 2.4 GHz unlicensed band and offers up to 11Mb/s shared between all users.  This is an approved standard.

· 802.11g – this is an upgrade to 802.11b, which should be backward compatibility to 802.11b. It operates in the ISM 2.4 GHz unlicensed band and offers up to 34Mb/s shared between all users, falling back to 11 Mb/s if 802.11b devices are present.  This is looking close to approval.

· 802.11a – this is completely incompatible with the previous two.  It operates in the 5GHz UNII unlicensed band and offers 54 Mb/s shared.  This frequency space is currently much emptier as the ISM band contains a wide range of other devices including Bluetooth and cordless handsets for phones. This is an approved standard.

· 802.11h – this defines ways in which frequency and power selection occur (within the 802.11a standard).  This will be particularly important in Europe which has tighter controls on the frequencies which may be used and the maximum permitted power output than does the US.  Its agreement (and implementation) will mean that 802.11a will essentially be compatible with HiperLAN/2 and therefore likely to be licensed for use in the EU or UK.  Work on this is continuing.

· 802.11i – this is an attempt to address some of the security issues raised be wireless deployment.  It is still under development, and users should expect to implement some of the alternatives in the meantime.

802.11g

Many vendors expect to come out with 802.11g wireless LAN (access points and PC cards) solutions in the fourth quarter 2002 or first quarter of 2003, however these will be "beta" as the 802.11g standard has not yet been ratified by the IEEE (last year manufacturers were expecting it to be approved by mid 2002), and therefore may be subject to modification prior to approval.  It is now hoped that it will be approved in Q1 2003, but it could easily be considerably later.  Most of the original problems in the standard (relating to which encoding method to use) have now been sorted out, but it will be mid to late 2003 (at the earliest) until 802.11g releases will be reasonably stable – and later if approval of the standard is delayed.  

Manufacturers are claiming that any upgrades to the standard will be implemented in software, and will be upgraded as such.  However, until the standard is approved we cannot be sure of this, and it may be that the chipsets will have to be upgraded.

On this basis it would not be sensible to implement 802.11g at the moment, or if you must ensure that the contract includes the cost of upgrading to the standard when it becomes available.

It is worth noting that not all vendors are very interested in 802.11g. Symbol, for instance, stated very clearly that they have no intention of developing 802.11g at the moment because the Wi-Fi chipsets they currently use will not be compatible with 802.11g and therefore they are recommending that users go to 802.11a instead (see below).

Backwards compatibility

In theory 802.11g is fully backward compatible with 802.11b (Wi-Fi).  What this means in theory is that in an environment with both 802.11g and Wi-Fi devices all communications occurs at the 11 Mb/s Wi-Fi standard.  However it does allow for upgrades to happen as when they become practical.

The result of this is that it is likely that in a few years time Wi-Fi 802.11b access points will stop being sold and that 802.11b will be supported via devices that will optimise depending on what is trying to connect to them.

It is not clear if 802.11b and 802.11g will easily co-exist in the same environment by using pairs of access points using different channels.  It is possible to have up to three access points using different channels in the same area, and it may become possible for access points to use this sensibly.  

An alternative method may be becoming possible is to have access points which allow multiple SSIDs, computer cards could then be set for the 802.11b or the 802.11g SSID, and where a single access point exists it could accept both SSIDs and work at 802.11g when no 802.11b devices are present.

A number of campuses are now "over-designing" their wireless LAN roll outs to take account of 802.11a.  That is they are installing the number and locations of access points needed for 802.11a when they are installing 802.11b systems so that the upgrade will be easy.  This will not really be a viable option in the UK until we have a better understanding of the range provided by permitted power levels.  

802.11a

This was promised last year and we are indeed now seeing the first access points and wireless cards being sold, though very little has yet to be deployed.

802.11a offers a two main advantages over 802.11b and 802.11g.  First, it offers higher bandwidth (54 Mb/s shared between users per channel) It also offers the ability to deploy up to 8 channels in any area, compared to 3 that the other standards offer (although given the European licensing is likely to be more restrictive than in the US this may actually turn out to be lower).  This means that it is possible to deploy up to 400 Mb/s compared to 100 Mb/s for 802.11g.  The second advantage is that the frequency space is cleaner as there are no other significant applications currently working in the 5 GHz UNII space.

Vendors, who a year ago had been estimating that the range of 802.11a would be half of that of 802.11b thus requiring up to seven times as many access points now claim that the range is better than predicted.  However great caution is needed in interpreting this as the permitted power levels in Britain are likely to be considerably lower than those in the US so that considerably more access points will almost certainly be needed.

Deployment in the UK will not be soon as 802.11h needs to be approved and implemented to provide the required power and frequency controls to meet European requirements.

Inter-working with 802.11b and 802.11g

802.11a is completely independent 802.11g and 802.11g and a lot of the vendors are looking to supply systems that will take both 802.11a and a 802.11b or 802.11g card in a single access point.  They argue that this allows both an upgrade path which does not require an instant switch from one (ISM band) to the other (UNII) band.  They also suggest that different policies can be used for the two bands so that one could be very secure for staff while the other is more open.

It is not clear that this will work well as the coverage offered but the two systems is very different so that it may make little sense to share access points.  This is primarily due to the different coverage and different effects of interference and signal absorption in the two frequency spaces.

Saying this, the solution has a greater chance of working in the US due to the different power limits on wireless LANs there.

Experiences

Many of those who have tried 802.11a so far have been "sadly disappointed" with the results, and found that it is much more susceptible to interference and obstructions, meaning that even over-designing for an 802.11b wireless LAN will not guarantee that it will work with 802.11a.

Security

Wireless security is clearly still an issue for many in the US, especially given the new focus on security since "9/11".  However, most colleges and universities do not see it as a significant problems, with some saying "Of the ten top ways in which university and college campuses are being hacked or attacked wireless doesn’t figure".

According to the ECAR wireless survey a wide variety of security solutions are being used, with many institutions using more than one method of security, but almost 1 in 5 at all.  Half the institutions are using WEP (of which two thirds are using 128 bit WEP).

	
	Total (N=299)
	Doctoral
	Masters
	Bachelors
	Associate

	128 bit WEP
	33
	28
	36
	31
	46

	40 bit WEP
	17
	9
	21
	21
	18

	Firewall
	24
	23
	27
	15
	46

	RADIUS
	18
	30
	19
	10
	14

	IP VPNs
	14
	25
	12
	10
	0

	Vendor solution
	9
	8
	8
	11
	11

	EAP
	5
	6
	4
	3
	4

	third party
	5
	13
	4
	0
	0

	Kerberos
	3
	8
	3
	2
	4

	None
	18
	14
	16
	29
	14

	Total
	146
	164
	150
	132
	157


A  number of vendors are now producing security solutions for wireless which include software and hardware solutions.  Some of these serve as switches cum firewalls sitting between the wireless network and the remainder of the campus network.

Many sites are using Virtual Private Networks (VPNs) to provide end-to-end security, but there were comments on the problems of managing this for large numbers of students.

Site surveys

All users, as well as vendors, are still strongly recommending that a proper wireless survey should be undertaken before rolling out a wireless LAN.

At least one company is now producing do-it-yourself site surveying software, and it may be possible for colleges and universities to undertake the survey themselves.

Other issues

Wireless LAN policies

Almost all colleges that have developed a wireless LAN usage policy have based theirs on the one developed at Carnegie-Mellon University, which should therefore be a good place to start.

Discussion forum

Educause runs a discussion forum (mail list) for wireless networking, which can be found on the Educause web site at http://www.educause.edu/memdir/cg/wlan.html.  

Power

Both vendors and users are recommending the use of power-over-Ethernet to power the access points.  This significantly reduces the costs as the restrictions on power cables (240 v) are significantly greater than those for Ethernet.  It also means that a single cable needs to be laid to provide the power to the access point.  However, it is necessary to consider the power attenuation that can occur with power-over-Ethernet.

